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Absract:  This paper proposes a multilevel security model based on trustworthy state ,which introduces the concept of relia
bility and the function of integrity measurement. It enforces diverse security rules to different kinds of objects. To prevent running in-
trusions ,the access ranges of subjects are adjusted according to their reliabilities. The formal description of the model and the trans-
form o its trustworthy states are given in the paper. It is proved that the system remains in a secure state ater perf orming the securi-
ty rules of the new model. Moreover ,its redizing framework in operating system kernd is described, and its performance is ana-
lyzed.
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3.2 MSMBTS

3.2.1 MSMBTS
(3] 'S

, .BLP

.S .S

, O JA={r,w, a,

. TState = { trusty , untrusty,
RA={g.,1}.g

o : RQ = (RA X
Sx0OxA),Vrg RQ

1 1im. s: S o
TState, Vs S, im. s(s) = trudy, s
,im_ s(s) = untrusty  im. s(s) = unchecked,

2 :D:{dl,dg, dn},Vd D
, . Vd,d D,d- d|

3 Vs S,rs=(ds,im. s)
s s, , ds,
im.s.. s S, d Sygem.
High,im. s = trusty
4 :im. 0: 0 -
TState, Vo O, im. o(0) = trusy o)
,im. o(0) = untruisty im. o(0) = unchecked,
o .
5 Vo O,r,=(d,,im. o)
0 Io, ,do D
; im. 0.
, Ohived» VO
Orixed ,im. 0(0) = trusty im. o(0) = untrusty;
Ourtixed » Ourfixed = O = Ghixeds VO Ourtixe, iIM. 0
(0) = unchecked .
6 L={(c,k),c G,k<SK},
G ,Vm,n G,m>n
m n. Sygem. High
,Sygem. Low K={ki,ka, ki
, Vki, ke K, ki Nk =@, 1= (¢, k) ,
l=(c, k) , 1121 =26, Kk 2ko.
7 zem: Orixes —~{ accept, rgect} ,
Vo Ofixea, cm(0) = accept  cm(0) = rgect,

8 Vv V=(BXMX FX Tx H)
,B=P(SxOxA),Vb B
M i F
= (fs,fe,fo) ,fs(s) s f(s) s
, fs(s) 21fc(9);fo(0) o ; T=(ts,
to) ,ts(s) s 1 t(0) v H

9 9 D-G,Vs S,o
0,0(d,dy) s d, o0
dO ’ G, Ge(s = G 2 Q/Sfem
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LOw , Cie(9 + & < System. High. ¢ | - dof :
| ds- dof G
3.2.2 MSVBTS
v=(bx Mxf
X tx H) , (s,qg,x)
(b=>x M, im.s(s) # untrusty, im. o(0) #Z urr
trusty.
: v=(bx Mxf
Xt X H) S,s S,im. s(s) = trugty,
Orixed , 0 Ohixed , im. 0(0) = trusty
(s,g,x) b=
Xx=e a;
x=r w, f(s)=fy,(0).
: v=(bXxMxfxtx
H) S.,s S,im. s(s) = trugy, Orixed » O

Orixea , im- 0(0) = trugty, ,

(s,0,1) b=f(s) 2f,(0); f.(s) <f,(0),

; (D)

(s,0,w) b=f(s) =f.(0); fc(s) <fe(0),

. fe(s) >fo(0),
(s,0,8 b=f(s) <f.(0); fc(s) >fs(0),
(2
A: v=(bx M x
fxtx H) S,s S,im. s(s) = trugty,
Ourfixed » A,

(s,0,1) b=0(d,do) € Co(g <oy Koo S
kg, V =(0,M,f, ' ,H), ,0=b (s,o0,r1),
t =(t ,to) ,im. § (s) = unchecked, ts(s) = (ds,
unchecked) ;

(s,o0,w) b=f(s) =f,(0), V =(0,M,f,t,
H) , B =b (s,o,w),t =(ts,t,) ,im. S (s) =
unchecked, t{s) = (ds, unchecked) ;

(s,0,8) b=0ggy +0 (&, dy) € Gorg < Sydem.
Hgh, ks S ko(o) » vV =(0,M,f, t 6 H, ,
B=b (s,0,a),t =(t5ty) ,im. S (s) = unchecked,
ts (s) = (ds, unchecked) .

A
1 , ,
B: v=(bx M x
fxtx H) S,s S,im. s(s) = unchecked,
Ourﬁxed, B,
(s,0,1) b=0Ccy - Gog 20 (s, d) , koo S

Kic(9 3

(s,0,w) b=f(s) =f,(0);
(s,0,4) b:OFC(S)SCfO(O)SS’Eem- th"é(ds,
), ke(9 SkKio(o -
C G

| System_High, System_High,

Range of read
C/q.;"’a(dndo)

Cfets) Chn —
i— Range of read
&d,d,)

_Syslem_Low,

_SystemhLow,

B 1 REAEREMNA P EENOE. EEREEHE
B

C, (o
| System_High, | System_High,

System_High-&d,,d,)

} Range of read
Cets) f— Crets)

C/q;)'a(dndo)
Range of read

System_Low, _System_Low,

B2 ZEAEREMAN B EEKE. BMNERELE

. (1) . (s,o,
N M, (g,s,0,1) :

(1) S, % S, ft, fs=
(Sysem. High, kio(o) e = fe, fo = fo; t, ts=
(Sygem. Highy, trusty) ,t5=to; H'= H. (ss,0,1) M,

M'= M; (82,0,1) , M'=M (s,
0,1, (g,5,0, ,b'=b (s,0,0),

V= (ot M e HY) .

(2) S J, 4, fi=fs,
f2=f1 2 =f,; t?, 2= t3, t3 = (Sytem. High,
trusty) ; H?, H=H (d), e
=(b*, M, 2,2, H) | P =t MP= ML

(3 (s,d,a , M= M (s, 0, a),

(9,%,0,a ,b°=0 (s,d,a),
o a, V=
(0, M, 13,68, 1), =2 =1, =+

(4) (s,d,n , M*=m® (s,d,r),

(g,s,d,n b'=0 (s,d,r),

vi= (Bt Mt HY) N fe="f, f4 =1,
fo=15,t te=t,th=t3; H' = H.

(5) s, d, V= (b, M5, 1,
H) | =0 {(sa,d,a) ,(s,d,nN}, M =M -
{(ss,d ,d ,(s,0,n} =2 =12, = H'- (d).
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: 2
(s,0,a) M, (g,s,0,a :
(1 S8 S, J, f*,
fo= (System. High, kie(s) . fc = fe, fo = fe; t,
tL = (Sgem. High, trusty) , th = (Sygem. High,
trugty) ;b'=b;M'=M;H'=H (d); v
= (b, Mt HY .
(2 (s,d,a) , M?=M' (s,d,a),
(g,s,d,a ,b°=b" (s,d,a),
V= (07, M F2 88 H). 2 fi=fs, fa="fc,
f5=1f5, =t th=to, H = H.
3 (s,d,1) : M =M (s:,d,1),
(g,s,9d,1 ,0°=0" (sa,0,1),
V= (0, M2 8 HY). 2 2=1,
=L 2= t=t, 3=t = i
(4 om(d) = acoept, . , Sa
Jd, V= (0 M58 ), b=

b*- {(s,d,d) ,(s.,d,0}; M =M {(s,d,a),(sa,

d,r)};f5:f1,t5:tl,H5:H3-(d). (g,s,o0,
a) .

(5) (sa,0,3 M, M=M; (sa,0,a)

: M'=M (s,0,d), (9.5.,0,a)
b'=b (s4,0,9), vi= (0t Mt fe
t*, HY 4 fe=f2 fe=f3 fo=f,, t! th=
2, t5=t,, H' = H”.

(6) sa Jd, V= (b, M, 1,

H), . °=b'-{(s,d,a), (s, 0,0}, M=M-
{(s,d,a) ,(ss,d,1)} o=t t=tt = H- (d).
3.2.3 MSMBTS

3
’ S[nsy .
Ofixed ’ ’
: - A,
Ourfixed ’ Strusty
Sunchecked -
Opeed 0, d

Opeed
im_s(s)=trusty

B3 B ERERR
Orixed s

Sunchecked
im. s(s) = trudy,

“untrusty” Sunchecked
Ourixed » B,
3.2.4 MSMBTS
1 v=(bx Mxfxtx H BLP
, (v
: (31 v ds-
property ,ss property , ] * - propetry.
(n
v , VOV
Ve , (1) ,(ss,0,1) €b,
(sa,0,1) M, dsproperty; s, S',fs = (gem. High,
Ko(o) +Fs=fo, ssproperty; v , S *
property (1 VS
* - property. V' .
% : (2 ,#=1", Vs
S,Vx A,(s,d,x) &bt M =M f2=fl=f f2=f vV
d W
v , (3) (52,0 ,8) €1,
(sa,0,a) M, ds- property;sa S, ssproperty;
, S * - property, (3
, WV S * - property. v
v , 4),(s,d,r) §b°,
(s,d,r) M, ds- property;s S, fe=f., ft=13=
fe, * - property; V2 sspropetty, V'
ssproperty. v .
v . v .
B, (s,g9,% B, x M; , d Vv
VOV
2 v=(bXMXfxtx H) BLP
, 2
1 :
4
(Trusted Access Control  Ker-
nel Modd , TACKM) TRV ,
TACKM . ,
TACKM LM ,
, (Trusted Qore Ser-
vice, TCY , ,
. TACKM 4 ,
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